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Ransomware attacks
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Encryption mechanism
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Encryption mechanism

No way to retrieve files without the key after encryption!
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How can we stop ransomware?
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● Is a classical antivirus enough?
○ Unfortunately no 
○ Signatures must be updated
○ Executables are obfuscated and encrypted
○ New families require manual reverse engineering

● Why don’t we monitor Crypto API call?
○ Malware can easily implement its own crypto 

functions
● The Operating System should be able to detect 

malicious ransomware
○ Idea: Look at the File System’s activity!



Our research

● Observe the ransomware attacks looking at the file system’s 
activity

● Identify ransomware common features
○ High Entropy Writes
○ Wide access to the file system
○ Repeated access patterns (e.g., Read, Write, Delete)

● Design a generic detection model

● Modify the OS to be able to detect and revert ransomware 
attacks

8



Data Collection
● Develop a Windows Kernel module to 

monitor and log the file system activity
○ Windows Minifilter Driver
○ Log IRPs (I/O Request Packets)

● Run ransomware samples and collect data 
about the activity of the file system during 
their execution

● Distribute the IRP logger to clean users
○ Collect data about the activity of the file 

system during “normal” clean executions
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Features extraction

● Entropy evaluation
○ Calculate entropy of the buffers to be written

● Amount of IRP generated
○ Amount of read operations
○ Amount of write operations

● Spread access to the file system
○ Number of different files a process is reading/writing

● Feature normalization
○ Spread access score is weighted by the total number of 

files
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Ransomware Detection
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Dataset

● 124 samples of different ransomware families (CryptoLocker, 
TeslaCrypt, CTBLocker, CryptoWall)

● clean data collected from 5 users
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Machine Usage Compressed 
Data (GB)

#IRPs
(x10^6)

Time

(hour) Total (day)

1 dev 0.52 33.48 10 18

2 dev 3.11 234.71 37 12

3 home 0.52 20.49 5.3 5

4 home 1.16 76.25 27.4 12

5 home 0.14 8.94 15.3 6



Detection Results
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● Ten-fold cross validation
● Classifier: Random Forest



Provide a further layer upon the file system 
able to revert the effects of ransomware once 

detected

What if we detect a ransomware too late?
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Ransomware-resilient file system

● Extend the file system with a component 
able to revert the effects of ransomware
○ Monitor processes activity on the file 

system
○ Let process access the real file 

system only if authorized
○ Use a Copy on Write approach for 

unknown processes
○ Restore original data if a process is 

detected as ransomware
○ Commit modifications to the real file 

system if a process is identified as 
legitimate
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Future work

● Extend the dataset and perform further evaluations
● Design a system-centric model and compare the 

performance respect to the process-centric model
● Deeper study of the dataset of benign IRPs, focusing the 

attention on access patterns
● Detect uses of cryptographic functions
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Conclusions

● Modern Operating Systems should detect 
ransomware and be able to revert their 
effects, once detected

● Generic model to identify ransomware 
behaviours observing the file system activity
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Thank you!
Questions?

andrea.continella@polimi.it

   @_conand


