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Abstract—Following the expansion of IoT systems, spanning
from devices to cloud backends, reported IoT CVE vulnera-
bilities have increased at an alarming pace. Since most IoT
attacks exploit known vulnerabilities, understanding known
vulnerabilities is vital for defense and security research. In
this work, we systematize the prior research on studying
IoT vulnerabilities, revealing the absence of consistent IoT
definitions, reliable and scalable classification methodologies,
and high-quality IoT CVE datasets. To overcome these
limitations, we design LLIoT, a novel and LLM-assisted
approach that systematically and automatically distinguishes
IoT-specific CVEs at large scale, enabling in-depth under-
standing of IoT vulnerabilities. First, leveraging the sys-
tematization knowledge from the literature, we derive a
four-layer IoT ecosystem taxonomy and define classification
criteria for distinguishing IoT CVEs. Then, using an expert-
validated ground-truth dataset, we demonstrate that LLMs
can reliably distinguish IoT from non-IoT CVEs with a
high accuracy of 95%, outperforming humans by avoiding
cognitive errors and gaps in domain knowledge. Applying
LLIoT to CVEs from 2013-2024, we build a dataset of
15,116 IoT-specific vulnerabilities, of which 8,368 are newly
classified with respect to previous datasets. Using this dataset,
which we share with the research community for further
research and reproducibility, we characterize how IoT vul-
nerabilities differ from traditional IT vulnerabilities. Upon
our observation, we provide actionable recommendations for
responsible stakeholders.

Index Terms—IoT security, vulnerability analysis, IoT CVE
dataset

1. Introduction

The Internet of Things continues to experience drastic
growth, with a forecast of 31 billion devices by 2030
[1]. Therefore, IoT devices have become increasingly
attractive targets for attackers, resulting in a steady rise
in reported vulnerabilities [2]-[4]. Large-scale empirical
studies show that IoT vulnerabilities now span the en-
tire technology stack, from resource-constrained firmware
to cloud back-ends, undermining confidentiality, integrity
and availability on a global scale [5]. Moreover, as shown
by Feng et al. [0], IoT attacks almost exclusively use
known vulnerabilities for exploitation. Therefore, studying
known IoT wvulnerabilities is critical for understanding
the weaknesses in the [oT development cycle, preventing
exploitation, and designing new defense mechanisms.

The National Vulnerability Database (NVD)' serves as

1. http://nvd.nist.gov/

the primary repository for publicly disclosed vulnerabili-
ties and is a valuable resource for cybersecurity analysis.
However, despite thousands of published CVEs, the com-
munity lacks a reliable way to identify which ones affect
IoT systems, how their properties differ from traditional
IT vulnerabilities, where the most critical weaknesses
lie and what mitigations are required. Previous studies
rely on Common Platform Enumeration (CPE) metadata
[7], [8]—a structured identifier that specifies the affected
vendor, product, and version —or keyword-based filtering
followed by manual inspection [9]-[14] to collect IoT-
related CVEs. However, these studies are limited in scale
and suffer from high false positives, restricting in-depth
analysis. These limitations stem from dictionary limita-
tions, evolving IoT terminology, incomplete CPE metadata
(typos and aliases in vendor and product strings), and the
high cost of manual review.

Meanwhile, recent advancements in LLMs offer new
possibilities. LLMs exhibit strong contextual reasoning,
perform well on classification tasks without labeled data,
and show strong performance in vulnerability detection
and security analysis [15]-[18]. However, it is unclear
whether LLMs can reliably distinguish IoT from non-
IoT CVEs at scale, and no prior work has systematically
explored their effectiveness for this purpose.

To address these limitations, we systematize the
knowledge on IoT vulnerabilities and operationalize this
systematization by designing LLIoT, which systemati-
cally identifies IoT-specific CVE vulnerabilities at scale
using LLMs and analyzes the landscape of IoT-specific
vulnerabilities. We first review prior work on IoT tax-
onomy and formalize a four-layer definition of the IoT
ecosystem comprising device, communication, applica-
tion, and cloud-backend layers and develop classification
rules to distinguish IoT from non-IoT CVEs. Afterwards,
to evaluate the effectiveness of LLMs for the IoT CVE
classification, we construct a high-quality ground truth
dataset reviewed by human experts. Provided the ground-
truth labels, we evaluate state-of-the-art LLMs for IoT vs
non-IoT classification. LLMs achieve up to 95% accuracy,
demonstrating their suitability for this task. Moreover,
comparing human and LLM reasoning, LLMs exhibit
fewer cognitive errors on ambiguous phrasing and bridge
domain knowledge gaps in humans.

Given the high performance of LLMs, we scale
the LLM classification and classify all CVEs from
2013-2024, evaluate the consistency and reliability of
the resulting labels, and benchmark against two previous
datasets. The labels exhibit high consistency (92% una-
nimity), and our conducted manual inspection shows that
the resulting dataset is of higher quality and contains more


http://nvd.nist.gov/

IoT-specific CVEs than both baselines. Using this dataset,
we further characterize IoT vulnerabilities to understand
how their properties differ from traditional non-IoT vul-
nerabilities and where the most pressing weaknesses lie.
Among other trends, we observe that IoT CVEs skew
toward lower attacker effort (e.g., no required user inter-
action or privileges) yet higher impact on confidentiality,
integrity, and availability relative to non-IoT. We also ob-
serve memory safety issues as the most common weakness
in the IoT sector followed by web-centric weaknesses
showing potential increase recently. Upon our observation,
we identify root causes of most common weaknesses in
the IoT and provide actionable recommendations.
The major contributions of this work are as follows:

o We systematize the 10T ecosystem through a 4-layer
IoT ecosystem definition and define 10T vs. non-IoT
CVE classification rules. Therefore, unlike previous
studies, we provide a comprehensive classification
guideline to guide consistent labeling.

o We create a high quality ground-truth labeled dataset
of IoT and non-IoT CVEs through expert review,
accompanied by documented human reasoning. This
dataset enables evaluation of LLM performance on
distinguishing IoT and non-IoT vulnerabilities and
analyzing the reasoning errors in both human and
LLMs to highlight sources of misclassifications. We
also release the full ground-truth dataset, including
human reasoning, for public use.

o We systematically classify CVEs from 2013 to 2024
and build a dataset of 15,116 IoT-specific CVEs,
which is, to the best of our knowledge, the most
comprehensive and accurate labeled dataset of IoT-
specific CVEs to date. Compared with prior datasets,
we identify an additional 8,368 unique IoT vulnera-
bilities and improve labeling quality. We make this
dataset public for future use by researchers’.

o We characterize IoT-specific and non-IoT CVEs and
reveal changes in their temporal patterns, differences
in their severity, and the most common weakness
families. Following our findings, we reveal the causes
of IoT vulnerabilities and outline actionable recom-
mendations for stakeholders.

2. Systematization of prior work

We organize prior work into three categories. First,
we review studies that propose architectural abstractions
of IoT systems to analyze vulnerabilities across different
components of the IoT ecosystem. This body of work in
turn informs the definition of IoT-specific criteria. Second,
we examine prior work on IoT CVE datasets and methods
for distinguishing IoT-related CVEs from general CVEs.
Third, we review studies that analyze IoT vulnerabilities,
characterizing their properties, prevalence, and impact us-
ing existing datasets or real-world measurements.

IoT taxonomy. Prior IoT taxonomies largely adopt lay-
ered architectures but differ in their abstraction level and
perspective. A large body of work follows a three-layer
taxonomy consisting of device/perception, network/com-
munication and application layers [19]-[27]. These studies

2. The code and the dataset can be found at: https://github.com/Tina-
Rezaei/LLIoT

provide abstract functional decompositions of IoT sys-
tems. While most of them share a similar structure, their
definition of each layer differ slightly. For example, while
most of them lack cloud services in their definition, Had-
dad Pajouh et al. [25] incorporate REST APIs and cloud
computing services into the application layer, whereas
the network layer is defined to include communication
protocols (e.g., WiFi, ZigBee, Bluetooth) as well as cloud
back-end connectivity.

Some other studies extend the three-layer model by
separating service or middleware functionality from ap-
plication layer, adding a new layer between network and
application, often referred to as a service, middleware,
data, or support layer [28]-[32]. This intermediate layer
typically receives data from the network layer, performs
processing and storage, and provides interfaces or APIs
to the application layer, and often incorporates cloud and
database systems. The application layer thereafter supports
domain-specific and user-facing services. Guth et al. [33]
propose a related but more platform-oriented reference
architecture consisting of device, gateway, middleware,
and application layers. The gateway layer provides con-
nectivity and protocol translation between devices and the
middleware in case devices cannot directly connect to
the middleware. The middleware receives, processes, and
manages device data. Alrawi et al. [5] propose an abstract
IoT security model with four main components which
includes device, mobile app, communication channel, and
cloud backend to systematize attack vectors, mitigations,
and stakeholders. Similarly, Rondon et al. [34] divide
enterprise IoT into four layers of device, communication,
monitoring and application, and business (cloud) layer,
where the business layer captures cloud-based services
and external system integrations.

In contrast to these architecture-oriented taxonomies,
Mohanta et al. [35], and Yang et al. [36] adopt a
networking-stack perspective, organizing IoT architecture
into physical, transport, network, and application layers
to analyze protocol-level security threats. Similarly, Di
Martino et al. [37] propose a more fine-grained six-
layer technological stack comprising sensing, short-range
communication, gateway, network, service platforms, and
application layers.

Takeaway. Overall, prior IoT taxonomies vary in
granularity and perspective. Most prior work treats cloud
and backend infrastructure as part of higher-level layers
or middleware, rather than modeling them as distinct
components despite their growing role in IoT systems.
Moreover, from this synthesis, we learn that a clear and
explicit representation of the core components of the IoT
ecosystem is required for further accurate analysis of IoT
vulnerabilities.

IoT CVE distinction. Prior efforts on distinguishing
IoT CVEs are quite limited and sources on IoT CVEs
are fragmented or domain-specific. A subset of works
explicitly aims to construct IoT vulnerability datasets.
VarloT [38] proposes an IoT vulnerability dataset created
by aggregating numerous public data sources, including
NVD. They focus primarily on vulnerabilities related only
to IoT devices and use keyword filtering at multiple levels
to distinguish IoT CVEs. However, Alsadi et al. [39]
later acknowledge that their dataset has limitations in
accurately classifying IoT-related vulnerabilities. Chen et
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al. [40] performed keyword-based filtering followed by
manual inspection, to filter IoT CVEs which resulted
in a dataset of 1,739 IoT-related CVEs. However, their
dataset is limited and includes non-IoT vulnerabilities,
e.g., CVE-2017-7054, CVE-2016-7596, CVE-2017-2420,
CVE-2020-26143, affecting Windows and macOS, despite
excluding general-purpose computers from IoT by def-
inition. Kumar et al. [41] analyzed IoT vulnerabilities
reported in the CVE database from 2019 to 2023 to un-
cover prevalent vulnerability types and assess their sever-
ity. Their approach, however, relied solely on keyword
filtering without manual validation, limiting its precision.
Besides scale and accuracy limitations, these studies lack
a clear and comprehensive definition of IoT for their clas-
sification, and their decision criteria remain ambiguous.

Another line of work derives IoT-related CVEs indi-
rectly from IoT contexts (e.g., security reports, firmware
corpora) and extracts or links the relevant CVE IDs [3],
[42], [43]. While these works do not aim to build a
general IoT dataset, their methodology offers insight into
how IoT vulnerabilities are surfaced. For example, Feng
et al. [6] adopt a report-centric approach, first collecting
vulnerability disclosures from blogs, forums, and mailing
lists, and then identifying IoT-related reports using NLP-
based techniques. Then they extract CVE identifiers only
when present, making CVEs a by-product of the report
analysis. Zhao et al. [44] and Oser et al. [45] collect a
large set of IoT firmware and devices and extract all their
third party components (TPCs) and their version. Then
they leverage version check to identify the CVEs matching
the version of the detected TPCs. Therefore, the obtained
CVEs in these approaches are inherently domain-specific
(e.g., firmware TPCs) and concern TPCs that might also
be widely used in non-IoT environments.

Finally, another approach explored in the literature
relies on structured metadata for classification. Blinowski
et al. [46] use CPE identifiers and a machine learning
technique (SVM) to classify CVEs into IoT-related cate-
gories such as home systems, SCADA, PCS, and mobile
platforms. However, their classification mixes both IoT
and non-IoT domains, limiting its suitability for isolating
IoT-specific vulnerabilities. Moreover, the reported clas-
sification performance remains moderate, reflecting the
challenges of relying solely on structured CPE metadata
for accurate vulnerability categorization. Rivera et al. [47]
propose a time-to-fix prediction framework for IoT de-
vices based on survival analysis and machine learning. To
filter IoT CVEs, they use the NVD “product type” field,
retaining only entries labeled as hardware (“h”). While
this treatment provides a systematic approach, it overlooks
vulnerabilities in the firmware, operating systems, and
application layers that are central to IoT ecosystems.

Takeaway. Overall, efforts to build IoT vulnerability
datasets remain significantly limited. Across these works,
three core limitations emerge: (i) lack of a consistent
definition of IoT for IoT CVE distinction, (ii) reliance
on weak heuristics such as keyword filtering or metadata,
and (iii) limited scalability and validation. As a result,
existing datasets contain substantial false positives and fail
to capture large portions of the IoT CVE landscape.

IoT vulnerability analysis. In this part, we review studies
that focus on analyzing vulnerabilities specific to IoT.
Alsadi et al. [39] analyze factors influencing the exploita-

tion of IoT vulnerabilities using features such as CVSS
scores, CWE categories, vendor information, and signals
from external sources such as hacking forums, while
relying on the VarloT dataset. Similarly, Perez et al. [48]
use the same dataset to investigate vendor-level security
performance for IoT-centric and non-IoT centric vendors.
Arat et al. [49] propose a graph-based method for risk
detection and vulnerability assessment of IoT systems.
They evaluate it on a smart-home scenario where multiple
CVE entries (with CVSS scores) are assigned to devices
to compute node, path, and graph risk levels. Zhao et
al. [50] conduct a ten-month, internet-wide measurement
of 1,362,906 deployed IoT devices and investigate 73 N-
day IoT CVEs via version matching, finding 28.25% of
devices still vulnerable and thousands showing signs of
botnet infection. Fang et al. [51] proposes a system-level
IoT security analysis framework that constructs attack
graphs by mapping CVEs to devices and modeling their
exploit dependencies. By combining vulnerability infor-
mation with device interactions, it identifies multi-step
attack paths and quantifies their impact using metrics such
as attack complexity and blast radius.

Takeaway. Overall, these studies largely rely on ex-
isting IoT vulnerability datasets. As a result, their findings
are inherently constrained by the quality and coverage
of the underlying data. Consequently, dataset limitations
propagate to downstream analyses, affecting both the re-
liability and completeness of their conclusions.

Our systematization of prior work reveals that ana-
lyzing IoT vulnerabilities requires a unified architectural
abstraction that covers all contributing components. It
also further revealed that current identification of IoT-
specific CVEs relies on ambiguous IoT definitions and
non-scalable and non-accurate methodologies. These lim-
itations obscure the true characterization of IoT vulnera-
bilities and undermine the validity of subsequent analy-
ses. To address these limitations, we derive a four-layer
IoT taxonomy and leverage it to build a scalable, LLM-
assisted classification approach. This approach enables a
consistent, large-scale identification of IoT-specific CVEs
and better understanding of IoT vulnerability character-
istics across the broader CVE landscape. We release our
datasets and framework to support further research in this
area and enable reproducibility.

3. Methodology

In this section, we present our methodology behind
LLIoT, which follows three main phases consisting of 6
steps as shown in Fig. 1. We refer to the corresponding
steps in the figure as we describe each phase of the study.
Expert review: In the first phase, the goal is to answer
how IoT-specific vulnerabilities can be systematically dis-
tinguished from non-IoT vulnerabilities. This requires a
clear definition of the IoT ecosystem to ensure consistent
distinction. Therefore, first (step 1), we present a four-
layer IoT taxonomy to define an IoT ecosystem. Based
on this taxonomy, we define classification rules for distin-
guishing IoT-specific and non-IoT CVEs. Afterwards (step
2), we construct a high-quality ground-truth dataset to
benchmark LLM performance for the classification task.
To build the ground-truth dataset, we create a dictionary
of IoT-specific keywords and use it to filter potential IoT
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Figure 1: An overview of LLIoT with three phases: expert review (step 1 to step 4), dataset assessment (step 5), and

vulnerability characterization (step 6).

CVEs. Then (step 3), we manually review each CVE fol-
lowing the classification guideline. Each CVE is reviewed
by three independent experts and disagreements are re-
solved by a tie-breaker. We use Krippendorff’s a [52]
to measure the agreement level among reviewers. An o
of 1 indicates perfect agreement; values above 0.80 are
satisfactory, 0.67-0.79 allow tentative conclusions, values
below 0.67 indicate poor agreement, and O reflects no
agreement [53]. Afterwards (step 4), we apply four leading
LLMs to the ground-truth dataset, providing them with the
classification guideline to perform the CVE classification.
We select closed-source models, GPT-40 and O3, and
open-source models, Deepseek-r1-70B and Llama4-scout,
for this experiment. Their performance is assessed using
accuracy, precision, recall, and F1 score to determine
the feasibility of using LLMs for CVE classification. We
also reveal common misclassifications made by humans
and LLMs and analyze their reasoning errors to highlight
sources of misclassifications.

Data collection. We collect all CVE entries from 2013
to 2024 through the NVD and CVE.or APIL This re-
sults in 224,531 CVEs of which 211,182 are published.
For each CVE entry, we extract the description, affected
products/vendors from associated CPE entries, CWE id,
and CVSS. Table 1 shows the statistics of the collected
dataset. Note that since CVSS has evolved over time, a
CVE can carry multiple versions of CVSS. To ensure
consistency in our analysis, we select CVSS version 3.1
since it is the most prevalent version among all CVEs.
Wherever this version is absent, we select the highest
available version. As Table 1 shows, most of the selected
CVEs (148,142) have CVSS V3.1. Among the remaining
CVEs, 42,284 have CVSS V3 and only around 19,000
have CVSS version 2 and 4.

Dataset assessment. In the second phase, our goal is to
determine whether LLMs can reliably classify IoT-specific
vulnerabilities at scale and to benchmark the quality of the
resulting labels against existing datasets. To this end (step
5), we apply the best-performing LLM from phase 1 to
the entire CVE dataset from 2013 to 2024 to classify all
CVEs at scale. It is of critical importance that labels given
by the LLM are consistent and reliable, which means that
running the same classification task multiple times with
identical input, prompt, and parameters should provide
the same labels. Therefore, to measure consistency, we
randomly select n CVEs from the labeled CVE dataset

Table 1: Collected data statistics.

Type Count | Type Count
All CVEs 224,531 | CVEs without CVSS 1,816
Published CVEs | 211,182 | CVEs with CVSS v3.1 | 148,142
Rejected CVEs 13,349 | CVEs with CVSS v3.0 42,284
CVEs with CPE | 211,182 | CVEs with CVSS v2 18,267
VulnCheck KEV 4,005 | CVEs with CVSS v4 673

and run the LLM classification m times over these se-
lected CVEs. Then we measure consistency through the
following metrics:

o Unanimity ratio (U;). The unanimity ratio measures
how often the model assigns the exact same label
to a CVE across all repeated classification runs. We
select n CVEs and run the classification model m
times for each CVE. We mark a CVE as unanimous
if all runs assign it the identical label. The unanimity
ratio is the fraction of CVEs that meet this criterion.

« Maximum-class agreement (C;). To further analyze
consistency per CVE, we use another metric called
maximum-class agreement, which measures the frac-
tion of runs that align with that CVE’s most frequent
label (1.0 implies unanimity):

maxe i c

Ci = (1)

m

where z; . indicates the number of runs in which
class c is assigned to CVE 7 across m runs.

We then compare our dataset with two previous datasets
[40], [38] in terms of comprehensiveness and correctness
through manual review. Finally, we report the expected
error for the entire labeled dataset.

Vulnerability characterization. In this phase, the goal
is to study how IoT vulnerabilities differ from traditional
non-IoT vulnerabilities and provide actionable recommen-
dations accordingly. We characterize IoT and non-lIoT
CVEs over their temporal pattern, changes in their severity
score (using CVSS score), and the most frequent weakness
families (using CWEs), shown as step 6 in Fig. 1. We
then investigate the causes of vulnerabilities and propose
mitigation techniques for responsible stakeholders.

4. IoT taxonomy and expert review

In this section, we explain the first phase of our study
and answer the question of how IoT-specific vulnerabil-



Table 2: IoT-specific keywords and number of matched CVEs per IoT layer.

layer References Keywords #Matches
Device [54], [55], [56], | Streaming device, Smart TV, Smart speakers, Smart lock, Tower fan, Smart plug, Smart 358
1, [58], [59] light switch, Thermostat, Smart lamp, Smart doorbell, Smart security camera, Security
camera, Smart camera, IP camera, Smart display, Home automation hub, Smart hub,
Smart door lock, Smart dimmer switch, Smart outlet, Smart relay switch, Motion sensor,
Smart toy, Smart meter, SmartThings hub, Amazon echo.
Communication [60], [61] ZigBee, BLE, 6LoWPAN, LoRaWAN, MQTT, CoAP, RPL (Routing protocol for low- 357
power and lossy network)
Application [51, [62], [20] SmartThings, IFTTT, Home Assistant, Alexa, OpenHAB, Domoticz, Apple Homek- 106
it/Homekit, Google assist, Google Nest
Cloud endpoints [63] AWS 10T, Azure IoT, Google Cloud IoT, IBM Watson IoT 30

ities can be systematically distinguished from non-IoT
vulnerabilities.

4.1. IoT ecosystem definition

We define the IoT ecosystem as comprising the fol-

lowing four layers:

e Device layer: Physical devices that often have in-
ternet connectivity, limited power, memory, com-
putational capacity and either collect sensory data
or perform actuation tasks. These devices also in-
teract with other devices directly or indirectly us-
ing communication technologies with limited or no
human intervention [64]. Examples include smart
thermostats, Amazon Echo, motion sensors, smart
cameras, and smart TVs. Typical vulnerabilities of
this layer originate from the hardware, firmware, or
embedded OSes/software (e.g., FreeRTOS, TinyOS,
RIOT-0S).

o Communication layer: This layer includes any proto-
col that facilitates data transfer and connectivity for
IoT devices within the local network or outside of the
network. It involves specialized low-power protocols
(e.g., MQTT, BLE, ZigBee). Typical vulnerabilities
of this layer include flaws in the protocol design, im-
plementation or configuration bugs in protocol stacks
(e.g., unencrypted data exchange, lack of authentica-
tion).

o Application layer: This layer includes mobile ap-
plications and orchestration systems/local controllers
that sit above the hardware and enable user-space
services for IoT. Examples include IoT-focused plat-
forms and applications/companion applications (e.g.,
Home Assistant, SmartThings, IFTTT). Typical vul-
nerabilities include flaws in the design or implemen-
tation logic of these platforms and applications.

e Cloud layer: Remote or public cloud endpoints that
provide IoT-specific services, such as device manage-
ment, remote control, and other IoT-focused func-
tionalities. Examples include AWS IoT, Azure IoT,
Google Cloud IoT, IBM Watson IoT. Typical vulnera-
bilities of this layer include flaws in the configuration
of the infrastructure, vulnerable services, insecure
cloud APIs or tokens, and improper input validation
on the server side.

Given the above definition of the IoT ecosystem, we

define the following classification rules:

e IoT-specific CVE: Vulnerabilities that affect tech-
nologies belonging to the IoT ecosystem, where these
technologies are purpose-built for IoT and the de-
ployment context is also IoT. For example, ZigBee

and LoRaWAN for communication protocols, or plat-
forms like SmartThings, OpenHAB, and AWS IoT
for application and cloud layers. Moreover, the vul-
nerable product is itself an active, functional element
of an IoT system.

o Non-IoT CVE: Vulnerabilities that do not fit within
the above definition and affect technologies outside
the defined IoT ecosystem. General-purpose hard-
ware/software such as smartphones, computers, or
tablets are considered as Non-IoT. Network infras-
tructures such as routers, modems are also Non-IoT.

Note that we exclude network devices from IoT. The

device layer refers specifically to end-user or embed-
ded systems designed for sensing, actuation, or control
in physical environments, not generic infrastructure such
as routers or switches. Network devices (e.g., enterprise
routers, switches) are typically part of traditional IT in-
frastructure unless they are part of an IoT-specific deploy-
ment (e.g., [oT gateways, edge routers in smart homes or
industrial setups). Moreover, some technologies originally
designed for IoT may also appear in non-IoT contexts. For
example, MQTT is widely used in IoT but can also run
on servers in the non-IoT context. Thus, the presence of
IoT-related technologies in a vulnerability does not ensure
that the flaw is IoT-specific. For example, CVE-2019-9749
involves a Fluent Bit MQTT plugin running on servers,
where a malformed packet can crash the host. Despite
involving MQTT, the flaw impacts server deployments
rather than IoT devices specifically. Conversely, technolo-
gies not designed for IoT, such as OpenSSL, may still be
IoT-relevant if the vulnerability affects IoT deployments.
Therefore, classification cannot rely solely on keyword
matching. Instead, contextual understanding is necessary
to determine the scope and relevance of each CVE to IoT
security. Also, it is worth to mention that many technolo-
gies are common in both IoT and non-IoT context, such
as WiFi, Linux distributions to different extents, BusyBox,
OpenSSL. However, this surface is broad, and in this work
we focus only on the IoT-specific technologies.

4.2. Ground-truth dataset creation

In this section, we explain the construction of the
ground-truth dataset through keyword filtering followed
by human review. Since manual review is time-intensive
and prone to errors, we focus on a set of 300 CVEs for
detailed manual analysis to ensure data quality. This set
consists of 150 IoT-specific and 150 non-IoT CVEs.
CVE filtering. To build the IoT CVE subset, following
prior studies [40], [41], we develop a dictionary of IoT-
specific keywords and use it to search CVE descriptions



to filter potential IoT CVEs. To ensure coverage of all
four layers of the IoT ecosystem, we create four separate
keyword dictionaries, one for each IoT layer defined in
Section 4.1. The complete keyword list is presented in
Table 2, which is obtained through a review of existing
literature. Using these dictionaries, we filter 851 unique
IoT CVEs. Among the filtered CVEs, 358 are associated
with the device layer, 357 with the communication layer,
106 with the application layer, and 30 with the cloud layer.
We then randomly sampled an equal number from each
layer to form the 150 IoT-specific CVEs. The 150 non-IoT
CVEs are randomly sampled from the rest of the CVEs
that were not filtered by our dictionaries.

The temporal distribution of IoT-specific CVEs ex-
tracted using the four keyword dictionaries is shown in
Fig. 2a. While the earliest filtered IoT CVE dates back to
2005, the number of identified IoT CVEs remains low
until 2013. This is expected since IoT was not preva-
lent during that period. Note that beside the increasing
prevalence of IoT over time after 2013, the number of
total CVEs has also increased substantially each year.
Fig. 2b presents the temporal distribution of the 300 CVEs
selected for manual review. This subset was sampled to
reflect the same temporal pattern from 2013.

Manual labeling. To validate the 300 selected CVEs,
we asked nine reviewers with expertise or familiarity in
cybersecurity to manually review CVEs. The reviewers
include one security professor, one security expert, and
seven PhDs (five in IoT security, cybersecurity, and Inter-
net measurement; two in quantum cryptography for IoT
and web privacy). The experts were divided into three
groups of three, and each group reviewed 100 CVEs (50
IoT-specific and 50 non-IoT), ensuring that every CVE
was assessed by three independent reviewers. Reviewers
received the classification guideline, including the IoT
ecosystem definition and classification rules from Section
4.1, and were asked to label each CVE as IoT-specific
or non-IoT and identify the IoT layer responsible for the
vulnerability. To avoid uncertain decisions, we provided
an unsure option, allowing reviewers to indicate when
they could not confidently classify a CVE. This option
reduces chance agreement and enables further analysis to
improve dataset quality. Also, we asked the reviewers to
provide a brief justification for their decision. Moreover,
a dedicated web interface was developed to facilitate the
review process, displaying each CVE’s description and
CPEs with a direct link to its NVD page (Appendix A).
Manual labeling outcomes. Fig. 3 shows the result of
manual review. Each CVE label was determined by ma-
jority vote among the three reviewers. As shown in Fig. 3a,
reviewers identified 146 IoT CVEs, 140 non-IoT CVEs,
9 unsure cases, and 5 CVEs with three different labels.
Notably, we observe a large fraction of full consensus for
each class of IoT and non-IoT, indicating that all three
reviewers assigned the same label in most cases. Only for
14 CVEs (almost 4%) reviewers were mostly unsure or in
full disagreement (i.e., three different labels). We noticed
that these cases relate to technologies that are borderline
and are widely used in both IoT and non-IoT, e.g., the
WolIfSSL library (a lightweight SSL/TLS library used
across resource-constrained devices, desktops, enterprise
systems, and cloud services), HarmonyOS (deployed on
both smartphones and certain IoT devices), Fast DDS,
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Figure 2: Temporal distribution of CVEs: (a) CVEs fil-
tered out by all four dictionaries (total: 851), and (b)
selected CVEs for manual review (total: 300).

W Full consensus
Em Majority agreement
Full disagreement

200| mmm Full consensus
175| EEE Majority agreement
Full disagreement

50

Number of CVEs
N oW s
s & &

=
S

7

N ™

R < @ e & K& o
O x\°© & < o &
< % W o W e
\

R o
SN X XO e
Q@e % &;\c"‘ \n\‘@ a“ﬁe‘.
N\ PO (o Ol
N

&
RS

(a) 10T classification (b) Layer-level classification

Figure 3: Reviewers’ votes for classification label and
vulnerable layer for the selected subset of CVEs.

and BusyBox. We also calculate the inter-rater agreement,
measured by Krippendorff’s «, which was 0.80, showing
a satisfactory level of agreement among the reviewers for
this task. Note that unsure values were treated as missing
values rather than a separate category as they do not
indicate a preference for one label over another and do
not constitute a meaningful classification on their own.
Moving on to layer-level classification, we seek an
answer to the following question: Given our taxonomy of
four-layered IoT ecosystem definition, how are the vulner-
abilities distributed among these layers? The motivation
is to understand if there is a layer that is the weakest in
terms of security attributes and determine the actors who
should take an action, e.g., whether it is the vendors of
those devices or the software engineers developing the app
in the cloud backend. However, layer-level classification
proved to be challenging. As Fig. 3b shows, full consensus
among the three reviewers occurred less frequently than
in the IoT classification task. Furthermore, the proportion
of cases with complete disagreement, almost 14%, was
significantly higher, indicating the difficulty in identifying
the exact vulnerable layer for reviewers. The Krippendorff
a was 0.28 for layer-level classification, indicating poor
agreement. These observations indicate the difficulty of
layer-level classification. While determining whether a
CVE is loT-specific is relatively straightforward given
context and keyword cues, accurately identifying the vul-



nerable layer is challenging. Several factors contribute to
this challenge. First, CVE descriptions often lack suffi-
cient technical detail, forcing reviewers to read external
resources such as proof-of-concept exploits to understand
the vulnerability’s exact location, which is both time-
consuming and inconsistent. Second, reviewers may not
have comprehensive expertise, especially given the diver-
sity and complexity of IoT architectures. Third, certain
vulnerabilities inherently straddle multiple layers, making
the precise classification ambiguous. These limitations
highlight the need for more nuanced definitions of IoT
layers, standardized annotation guidelines, technical detail
or enriched metadata within vulnerability databases to
support accurate and consistent layer-level classification.
Therefore, given the poor agreement level for this task, we
cannot accurately identify the layers. We do not rely on
the layer-level labels derived from this review and identify
improved layer-level attribution as future work.

Eventually, to resolve cases where CVEs were marked
as unsure or had full disagreement between reviewers,
we consulted an external expert (a full professor with
expertise in cybersecurity) to serve as a tie-breaker. This
expert reviewed the original labels and the accompanying
justifications given by the reviewers to determine the final
classification. As a result, every CVE in the manually
reviewed set received a single agreed-upon label. This
resulted in 148 IoT and 152 non-IoT CVEs.

4.3. LLM validation on the ground-truth dataset

In this section, we evaluate state-of-the-art LLMs on
the CVE classification task. We prompt them to classify
each CVE as IoT or non-IoT, to identify the vulnerable
layer, and to provide a brief rationale. The prompt given to
LLMs includes the same classification guideline as given
to human reviewers (Appendix B).

LLM performance validation. Table 3, shows the clas-
sification result on the manually labeled dataset. As can
be seen, commercial models (GPT-40 and O3) outper-
formed open-source models (Deepseek-rl and Llama4-
scout). GPT-40 achieved the highest overall F1 score of
95.3%, closely followed by O3 (94.59%), demonstrating
their effectiveness in distinguishing IoT from non-IoT
vulnerabilities. Deepseek-rl showed lower F1 score of
92.76% and Llama4-scout had the poorest performance
(89.94%). The Krippendorff « calculated for the four
LLMs as four independent raters, shows a high a value
of 0.87 for IoT classification, exceeding the human agree-
ment of 0.80 on the same task. These findings suggest that
large language models exhibit high classification perfor-
mance in IoT CVE labeling. For the layer-level classifica-
tion, the LLMs achieved an agreement level of 0.42, which
is higher than the human score of 0.28. However, as noted
earlier, the overall low human agreement on layer-level
labels prevents us from reliably evaluating LLM accuracy
on this task and the low resulting score of 0.42 of LLMs,
once again underscores the inherent difficulty of this task.
Classification errors in humans and LLM. When com-
paring human and LLM reasoning, we observed dis-
tinct strengths and weaknesses in their decision-making
processes. In some cases, human reviewers were better
able to consider domain-specific context. For example,
CVE-2018-19628 describes a vulnerability in Wireshark’s

Table 3: Performance comparison of different LLMs on
IoT vs. non-IoT CVE classification.

Model Accuracy Precision Recall F1 Score
03 94.67 93.96 95.24 94.59
GPT-40 95.33 94.04 96.60 95.30
Deepseek-r1-70B 92.67 89.81 95.92 92.76
Llamad4-scout 89.33 83.63 97.28 89.94

Table 4: Updated classification performance after expert
review and correction of disputed CVE labels.

Method Accuracy Precision Recall F1 Score
Human Reviewers 97.58 98.6 97.24 97.92
03 99.31 100 99.31 99.65
GPT-40 97.58 97.28 98.62 97.95
Deepseek-r1-70B 96.19 94.7 98.62 96.62
Llama4-scout 92.39 87.8 99.31 93.2

ZigBee ZCL dissector. Although the term Zigbee is as-
sociated with IoT, human reviewers correctly identified
this CVE as non-IoT. While most LLMs could classify
this CVE correctly, GPT-40 marked it as IoT since the
ZigBee component caused the vulnerability. With a small
rephrasing of the classification rule for IoT-specific, GPT-
40 could resolve this error. On the other hand, human re-
viewers were prone to cognitive errors, in which reviewers
confuse terminology and immediately come to a the final
decision without fully resolving the contextual meaning.
For example, CVE-2016-6769 contains the phrase “smart
lock”, which led all three reviewers to incorrectly label
it as loT-related. However, in this case, “smart lock”
refers to an Android software feature used to manage
screen unlock settings, rather than a physical smart lock
device. Other errors stemmed from differences in technical
background. For example, CVE-2022-33211 describes a
memory corruption vulnerability in Qualcomm’s cellular
modem firmware. The word “modem” here refers to the
cellular baseband processor inside phones, wearables, or
IoT modules, which some human reviewers confused with
cable modems and tagged as non-IoT. Such misunder-
standings arise from differences in technical background
and lack of domain knowledge, which are difficult to
avoid given the broad range of technologies represented
in CVEs. In contrast, LLMs could correctly identify these
cases. Some misclassifications relate to subjective infer-
ence about devices that are not widely recognized as IoT
but could be considered as IoT, such as GoPro cameras.
Also, for several CVEs such as CVE-2024-25507, a SQL
injection vulnerability related to RuvarOA (a web-based
office automation service), human marked as unsure and
noted that not only the description is not informative,
but also they could not find anything online to under-
stand what the mentioned technology and vulnerability
is. This yields limits of human domain knowledge, espe-
cially when faced with not widely recognized or poorly
documented technologies. However, LLMs could provide
satisfactory information and classify it correctly, likely due
to their broad training on enormous and diverse corpora.
Human-LLM disagreement resolution. After manually
reviewing discrepancies between LLM and human labels
and identifying several human errors, we revisited CVEs
misclassified by an LLM compared to the initial hu-
man annotations to further validate label quality and re-



evaluate classification performance. Overall, 44 samples
were flagged for manual inspection. We ask a tie-breaker
security expert to review these CVEs along with the
reasoning provided by both human reviewers and LLMs.
Based on this additional review, we updated the final
label assignments for these cases and incorporated the
corrections into the ground-truth dataset. It is worth to
note that some cases remained genuinely borderline or
context-dependent, e,g, WolfSSL and BusyBox. Because
these could not be confidently assigned to either class, we
excluded them (overall 10 such samples out of 300 CVEs)
for our evaluation. We then recalculated the accuracy for
LLMs and also calculated human reviewers’ accuracy
based on their initial annotations. Table. 4 shows the
results. As we see, all LLMs had an increase in their
performance compared to Table 3 due to previous incor-
rect annotations by human reviewers. O3 outperformed all
other LLMs with a high F1 score of 99.65%, while the
performance of human reviewers reaches 97.92%.

Key insight: Considering the massive number of CVEs,
not only is manual review impractical, our inspection
revealed cognitive errors, subjective variances, back-
ground differences and limited domain knowledge of
reviewers. LLMs on the other hand, showed resilience
to cognitive errors, filled the gap in human domain
knowledge regardless of poorly documented CVEs, and
achieved 99.31% accuracy on the ground-truth dataset
(after resolving labeling errors), enabling timely, large-
scale systematic labeling.

5. Large-scale classification of CVEs

Building on the strong performance of LLMs observed
in the previous section, in this section, we scale up
LLM classification to explore whether LLMs can reliably
classify IoT-specific vulnerabilities at a larger scale and
benchmark the resulting dataset. Since O3 obtained the
best result among all LLMs, we use O3 to classify all
CVEs from 2013 to 2024. In total, it took 10 hours® to
classify all CVEs with the cost of 760* Euros.
Consistency analysis. To evaluate labeling consistency
after labeling all CVEs, we randomly select 1,000 CVEs
(500 TIoT and 500 non-IoT) and run the same model (O3)
with the same prompt over this set 10 times.

The mean unanimity rate (U) is 92%, proving that
for the majority of selected CVEs, the LLM produces
the same label across all runs. We calculate this metric
separately for the IoT and non-IoT subsets, which yields
a score of 86% and 98%, respectively. This substantial
difference indicates that disagreement is concentrated in
the IoT sector and shows that the LLM model is less cer-
tain for labeling IoT samples, while non-IoT samples are
labeled with a very high confidence. The 95% bootstrap
confidence interval for this metric is reported in Table 5.
Then, to better understand the consistency level for in-
dividual CVEs, we calculate the mean maximum-class
agreement (C) across all C;. We obtain C' = 0.98 overall,

3. Note that the time varies significantly based on API rate limits and
the degree of request concurrency.

4. Note that the cost could be reduced via techniques such as the batch
APL

Table 5: Mean unanimity rate U and mean maximum-
class agreement C' with 95% bootstrap Cls for the LLM
classification task.

U  95% bootstrap CI  C' 95% bootstrap CI ~ n

Overall  0.92 [0.90, 0.94] 0.98 [0.97, 0.98] 1000

IoT 0.86 [0.83, 0.88] 0.96 [0.95, 0.97] 500
Non-IoT 0.98 [0.97, 0.99] 0.99 [0.995, 0.999] 500
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Figure 4: Distribution of maximum-class agreement (C})
for non-unanimous samples in the IoT and non-IoT sub-
sets.

and C' = 0.96 for IoT vs. C' = 0.99 for non-IoT, showing a
high level of per-sample consistency and confirming that
even when labels are not unanimous, they are typically
near-consensus. The corresponding 95% bootstrap CI is
shown in Table 5. A box plot of C; for non-unanimous
items for the IoT and non-IoT subsets, Fig. 4 further
visualizes the disagreement distribution. Although incon-
sistency is more prevalent in IoT samples, the C; values
lie mainly between 0.7 and 0.9, which shows a near
consensus. These results indicate high labeling stability
under a fixed prompt.

We also treat each of the ten runs as an independent
rater and compute Krippendorff’s a. We obtain av = 0.94,
indicating high agreement overall. Note that we do not
compute Krippendorff’s « separately for IoT and non-
IoT because each subset is dominated by a single label,
making « undefined or uninformative.

This observation led us to manually analyze non-
unanimous samples. We noticed that most of these cases
are related to technologies that are hard to classify as
either IoT or non-IoT and are genuinely borderline, such
as WOoIfSSL, chipsets, industrial controllers, TLS, and
industrial gateways. These technologies are used in both
IoT and non-IoT context. For these cases, assigning a
deterministic IoT/non-IoT label is not straightforward,
and it depends on the intended definition of IoT and its
use case. However, outside of this boundary region, the
LLM is highly consistent. We emphasize that consistency
assesses stability, not correctness. We will evaluate the
correctness of the dataset in the next part.

Key insight: The consistency analysis of LLMs over
1,000 CVEs, exhibited strong agreement, with a 92%
unanimity rate and 98% maximum-class agreement.
However, LLMs suffer from inconsistency in labeling
borderline cases.

Comparison to other datasets. To assess the compre-
hensiveness of our dataset, we compare it with two public
datasets of IoT CVEs, VarloT [38] and Chen et al. [40],
over the same period (2013 till the end of 2024). Both
works provide a limited and somewhat different definition
of IoT for labeling CVEs, which in turn affects their



Table 6: Number of IoT CVEs in previous studies, distinguished by category.

Method Network Industrial Home&Office Camera Embedded Vehicle Wearable  Medical Other Total
VarloT 9,871 2477 131 103 97 32 8 5 20,598 33,322
LLIoT coverage 1735 (17.5%) 1950 (78.7%) 122 (93.1%) 93 (90.2%) 68 (70.1%) 19 (59.3%) 7 (87.5%) 5 (100%) 2,595 (12.5%) 6,594 (19.7%)
Chen et al. [40] 350 36 191 275 92 36 14 7 618 1,619

LLIoT coverage 90 (25.7%) 33 (91.6%) 175 (91.6%) 238 (86.5%)

78 (84.8%) 23 (63.9%)

13 (92.9%) 7 (100%) 346 (55.9%) 1,003 (61.9%)

VarloT VarloT

26264 18410

Chen
166 52

LLloT LLloT

(a) Including network devices. (b) Excluding network devices.

Figure 5: Overlap of IoT CVEs among the three ap-
proaches.

classification results. VarloT focuses primarily on vulner-
abilities related only to IoT devices and uses filtering at
multiple levels to identify IoT CVEs. In contrast. Chen et
al. [40] define IoT vulnerabilities as issues in 0T devices,
networks, and applications, which is more closely aligned
with our definition. They follow keyword-based filtering
followed by human review to identify IoT CVEs. Note
that while our dataset excludes network devices, the other
two studies classify network devices as IoT.

Fig. 5a shows the overlap of IoT CVEs in the three
datasets. In total, 849 CVEs are common to all three
datasets, and 7364 CVEs are marked as IoT by at least
two datasets. Our proposed method identifies more than
8,000 IoT vulnerabilities that are not reported by either
prior works. Chen et al. identify only 152 CVEs not found
by the others. The VarloT dataset reports approximately
33,000 IoT vulnerabilities in total, about 26,000 of which
are unique to VarloT. Much of this apparent excess is ex-
plained by VarloT’s broader inclusion of network devices
(around 10,000). Chen’s dataset likewise includes a large
portion of network device vulnerabilities (350 CVEs).
Therefore, to have a fair comparison, Fig.5b shows the
overlap of CVEs after excluding network-device CVEs (as
tagged in VarloT and Chen) from all three datasets. Under
this adjustment, the disagreement with Chen shrinks to
318 CVEs, and the gap with VarloT decreases to around
18,500. However, even with excluding the network-device
vulnerabilities the gap with VarloT remains substantial.

To better compare these datasets and uncover the
reason of the gap with VarloT and Chen datasets, in
Table 6 we show the number of CVEs per category
(provided in their dataset) and also show the coverage of
our dataset within the same categories. In both datasets
network devices dominate other categories. While we
exclude general network devices from our IoT-specific
scope, a small number of entries do appear there, which
mostly stem from industrial IoT gateways. Across the
remaining categories, our dataset covers the majority of
vulnerabilities, and where coverage is low, the category it-

self is small. Notably, the gap between our dataset and the
other two datasets, particularly with VarloT, is attributed
to the “other” category, including around 20,500 CVEs in
VarloT and around 600 in Chen’s dataset, raising concerns
about labeling consistency.

Therefore, we validate the quality of the labels in the
three datasets through manual analysis. For each dataset,
we randomly select 100 CVEs from those uniquely iden-
tified by that dataset and not reported by the others (e.g.,
for LLIoT, we sample 100 CVEs from the 8,368 CVEs not
reported by either prior work). This yields a conservative
analysis, since CVEs labeled as IoT by at least two
datasets are highly likely to be genuinely IoT-related.

Our manual review of VarloT’s CVEs found 43 in-
volving network devices, 6 involving chipsets, and 15
involving operating systems that can appear in some [oT
deployments. Under the broader scope of VarloT and
their definition, these could be considered IoT. However,
the remaining 36 CVEs were clearly non-IoT, affecting
products such as Google Chrome, WordPress plugins,
Perl, Adobe Flash Player, macOS, Safari, and various
smartphone applications. This suggests that a significant
portion of VarloT’s “other” category is still related to net-
work devices and a notable portion is misclassified as IoT,
which explains the gap between our dataset and theirs. For
the Chen dataset, our manual analysis revealed 13 related
to routers, and 59 related to chipsets or various drivers
in Android and Linux. Since Android’s major usecase is
primarily for smartphones, they are excluded in our dataset
but they align with Chen’s broader scope. The remaining
28 CVEs were non-IoT, including issues in Windows,
wired speakers, desktop and non-IoT web apps. Therefore,
the main reason for disagreement with Chen’s dataset is
mainly due to their broader scope of IoT CVEs and some
degree of misclassification. The list of samples reviewed
for both datasets is shown in Appendix C. VarloT and
Chen rely heavily on keyword based filtering. Many CVEs
match the keywords but in non-IoT contexts, e.g. CVE-
2020-25282, CVE-2017-0430, which causes a high false
positive rate. Although Chen’s dataset is accompanied by
manual inspection (1,600 samples), manual analysis still
shows false positives potentially due to the error-proneness
of time-consuming and exhausting manual review at scale.

The manual inspection on our dataset revealed a di-
verse and largely IoT-specific set of vulnerabilities, in-
cluding 22 vulnerabilities related to various IoT devices
(cameras, infusion pump, smart lock, printer, drone, smart
TV, wearables), 5 related to OSes specific to IoT de-
vices (RTOS, OpenHarmony), 20 related to industrial
firmware/controller, 9 related to chipsets, 3 EV charging
stations, 10 industrial/loT/OT software & platforms, 4
industrial controllers/RTUs, 9 industrial communication
libraries/protocol stacks (e.g., CoAP), 3 building automa-
tion, 1 harmonyQS, 2 digital signage systems, 4 consumer
IoT devices, 4 embedded JS engines/IoT SDK. 4 CVEs



are more loT-related than being IoT-specific, involving
PLC engineering software, robotics simulation software,
and web management software. The reviewed samples
and more details can be found in Appendix C. Some
CVEs may be more IoT-related than strictly IoT-specific.
They may not directly affect an active component of an
IoT system or may also impact non-IoT environments,
yet they maintain clear contextual relevance to IoT. It is
worth to mention that unlike prior studies, which often
include clearly unrelated CVEs (e.g., browser, desktop, or
smartphone vulnerabilities) under the IoT category, our
dataset consistently includes only those vulnerabilities that
are either IoT-specific or at minimum closely related to
IoT technologies.

We also provide the expected error in the whole popu-
lation of 211,182 labeled CVEs using a 95% Wilson confi-
dence interval based on the O3 model’s accuracy observed
on a subset of 290 samples (99.3% accuracy, 288/290
correct, Table 4). Modeling predictions as Bernoulli trials
(correct vs. incorrect), for k = 288 correct out of n = 290,
the 95% Wilson confidence interval places the accuracy
at [97.52%, 99.81%], and the expected error rate between
0.19% and 2.48% over 211,182 CVEs.

Key insight: We identified 15,116 IoT-specific CVEs,
including an additional 8,368 unique IoT CVEs not
discovered by previous datasets. While classification of
CVEs as IoT highly depends on what is presumed as
IoT, our investigation revealed considerable numbers
of false positives in prior datasets, around 30% false
positive in the reviewed subset. To the best of our
knowledge, our dataset represents the most compre-
hensive and reliable collection of IoT-specific CVEs
to date.

6. IoT vs. non-IoT characteristics

After labeling the whole dataset, we characterize loT
and non-IoT vulnerabilities to understand the state of IoT-
specific vulnerabilities. More specifically, we examine:
How do IoT and non-IoT vulnerabilities evolve over time?
How do they differ in severity? Which weaknesses are
most prevalent in each class? And to what extent do IoT
and non-IoT CVEs have public exploits?

6.1. IoT vs. non IoT temporal trends

The resulting labeled dataset of our approach identifies
15,116 TIoT CVEs and 196,066 non-IoT CVEs in total.
Fig. 6 shows a histogram of IoT and non-IoT CVEs from
2013 to 2024 using bar plots, along with the relative
increase in each year compared to 2013, shown as line
plots (right axis). As expected, non-IoT dominates in
absolute counts throughout the period as a result of a
larger number and variety of non-IoT technologies and
devices. However, the IoT sector is far smaller, resulting
in far fewer vulnerabilities, starting from 300 CVEs in
2013 and rising to 2,200 in 2024. Although the number
of non-IoT CVE:s is drastically higher, around 35,000 in
2024, and both sectors trend upward, the relative growth
of IoT CVEs is steeper. By the end of 2024, the number
of IoT CVEs is nearly 8.5x its 2013 count, compared to
approximately 6x for the non-IoT.
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Figure 6: Number of IoT and non-IoT CVEs from 2013
to 2024 along with the increase ratio relative to 2013.

While from 2013 to 2016 the number of IoT CVEs
remains relatively stable, after 2016, it experiences a
steep upward trend, with the sharpest increase occurring
in 2017, which is more than 3x relative to 2013 and
more than double compared to its previous year. We
speculate that this rise is due to various reasons; first,
2016 was the beginning of the spread of world-wide
IoT-tailored malware, starting with the Mirai botnet [65]
that launched record-breaking DDoS attacks. The release
of Mirai source code caused subsequent variants and a
surge in attacks on IoT, e.g., Satori [66], Hajime [67],
Reaper [68], and Dark Nexus [69]. Therefore, we specu-
late that the discovery of such botnets shifted the attention
towards IoT and motivated more extensive scanning for
IoT vulnerabilities. Although earlier IoT botnets existed,
they were less disruptive [70]-[72]. Second, in 2016, the
CVE program began actively expanding the number of
organizations participating as CVE Numbering Authori-
ties (CNAs) [73]. The expanding CNA network increased
CVE issuance volume, which contributes to this rise.

While non-IoT vulnerabilities show a sustained rise
since 2013, they also experience a sharp increase in 2017,
which may similarly be linked to the CNA expansion.
Another significant observation relates to the contrast
between the trend of IoT and non-IoT in the last two years.
While the number of non-IoT CVEs surges from 26,000
to nearly 35,000, from 2023 to 2024, IoT CVEs remain
stable at around 2,200. A likely reason could be related
to the number of vendors that remained nearly constant
in the IoT sector (around 900) while it rose from 7,500
to almost 10,000 in the non-IoT sector.

6.2. Severity score analysis

Figs 7a and 7b show the yearly distribution of CVSS
severity levels for IoT and non-IoT CVEs. We selected
CVSS version 3.1 when available, otherwise the highest
available version is chosen. In IoT, the high and critical
share together decrease from 76% in 2013 to 62% in
2024. This decrease is mainly due to the decrease in
the critical share, while the high level share consistently
averages around 45% in each year and always dominates
throughout almost all years. Between 2013 and 2019,
critical IoT CVEs often exceed medium, but this trend
reverses from 2020 onward, and the critical share, despite
fluctuations, trends downward. Meanwhile, the medium
share increases and reaches 35% in 2024. Non-IoT CVEs
follow a similar downward trend in high and critical
share combined, decreasing from around 60% in 2013
to 42% in 2024 with both share decreasing. Notably,
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Figure 7: CVSS over years for IoT and non-IoT CVE:s.

since 2019, the medium-severity shows a steady increase
and consistently exceeds the high-severity in prevalence,
reaching a 53% share in 2024. This observation could
be attributed to the discovery of more vulnerabilities as a
result of more scanning tools and attempts, resulting in the
discovery of more mid-severity vulnerabilities. Overall,
IoT shows higher risk scores, highlighting their potential
higher risk compared to non-IoT vulnerabilities. Although
both groups show a general move toward more medium-
severity cases, IoT retains a substantially larger fraction
of high and critical vulnerabilities, underscoring the need
for stronger mitigation strategies in IoT systems.

Given higher CVSS scores in IoT CVEs, we further
analyze which components of CVSS differ the most be-
tween IoT and non-IoT. Fig. 8 shows the percentage-
point difference in the distribution of CVSS components’
values between IoT and non-IoT CVEs. The largest gap
appears in the User Interaction (UI) component, where
a significantly higher portion of IoT CVEs require no
user interaction (+20.3 pp), while the “Required” category
appears more often in non-IoT CVE (-20.3 pp). This indi-
cates that IoT vulnerabilities are more often autonomous
and remotely exploitable. It also corroborates the lack
of security mechanisms in IoT compared to non-IoT.
Moreover, in the Privileges Required (PR) component, IoT
CVEs are more likely to require no privileges (+12 pp),
while non-IoT CVEs skew toward low or high privilege
requirements. These two metrics, PR and UI, contribute
significantly to the CVSS score, which partially justifies
the higher CVSS score in IoT compared to non-IoT. For
impact metrics, IoT CVEs show higher proportions of
high confidentiality (C), integrity (I), and availability (A)
impact. In fact, due to lack of security mechanisms, once
an attacker gets into the system, they can often take full
control of the device and its data.

‘QAV Network Adjacent Local Physical
H -2.5 +5.3 -5.2 +2.4
£ Low High 15
/¢ 0.4 +0.4 g
= 10
Sor None Lo High o
K] +11.9 -9.1 2.7 &
s None Required >3
LR +20.3 0.3 £
“ Unch: d Ch d ° g
nchange anged

5 kg e g
") -5 &
L c None Low 2
T -0.4 -11.3 5]
H N 05

lone [

o ! +3.1 o
I -15
Q None
£ A -10.6
= -20

Values

Figure 8: Value difference (IoT% - non-10T%) of CVSS
base score components between IoT and non-IoT CVEs
(red = IoT higher, blue = non-IoT higher).

Key insight: The severity of vulnerabilities in the non-
IoT sector has been shifting from high and critical
towards medium level, with medium-level accounting
for 53% of all vulnerabilities in 2024. While IoT
vulnerabilities follow the same trend, they are still far
behind. In 2024, the medium level severity in the IoT
sector covers only 35% of vulnerabilities, while high
and medium levels comprise 62% of the total. Overall,
IoT CVEs show a higher severity score compared to
the non-IoT sector. Also, IoT vulnerabilities tend to be
lower-effort, higher-impact, and more exploitable with
less user involvement, all contributing to their elevated
severity score.

6.3. Analysis on the weaknesses

Each CVE may be associated with one or more
CWEC(s) that determine the weakness family. Fig. 9a and
Fig. 9b show the counts of the most common weaknesses
in each year in IoT and non-IoT, respectively, which helps
to see the trend of each weakness family over the years.

CWEs are organized hierarchically, determining weak-
nesses more precisely by going from high-level weak-
nesses in root nodes (e.g., improper access control) to
more specific ones (e.g., improper authentication) in leaf
nodes. For visualization, we aggregate memory safety
issues that appear in our top-20 list into a single “Memory
safety” bucket: Out-of-Bounds write (CWE-787), Out-of-
Bounds read (CWE-125), Buffer copy without checking
size of input (CWE-120), Stack-based buffer overflow
(CWE-121), Use after free (CWE-416), Integer overflow
(CWE-190), NULL dereference (CWE-476) and Memory-
bound (CWE-119). While this aggregation introduces an
imbalance in granularity level between memory safety
and other weaknesses, we acknowledge that our analy-
sis remains unchanged. We expand the memory safety
weaknesses in Fig. 9c and Fig. 9d, respectively. In fact,
within the memory safety bucket, out-of-bound writing
is the most prevalent weakness, ranking first and second
among the top-20 weaknesses in IoT and non-IoT sectors.

As seen in Fig. 9a. in the IoT sector, memory-safety
issues are the dominant weaknesses by far, surging sig-
nificantly from 2016 onward. Among memory safety is-
sues, out-of-bound write is the most prevalent by far.
This weakness is common, largely due to the widespread
usage of the C language in the IoT firmware, which is
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Figure 9: (a) and (b) shows the most common weaknesses in IoT and non-IoT CVEs, respectively. (c) and (d) expands
the aggregated memory safety weaknesses in IoT and non-IoT, respectively.

highly susceptible to such vulnerabilities [74], [75] and
also poor memory protection mechanisms. Next in preva-
lence are input validation (CWE-20), XSS (CWE-79),
and path traversal (CWE-22). Input validation weaknesses
occur when software accepts data without enforcing the
expected properties. This weakness can lead to a wide
variety of more specific weaknesses, e.g., SQL injection
(CWE-89), XSS, OS command injection (CWE-78). XSS
is inherently web-based. Path traversal is also predom-
inantly seen in web (but it also arises in file-handling
services or device APIs that assemble filesystem paths
from user input). Taken together, the appearance of these
weaknesses among the top-20 weaknesses could reflect
the growing use of web-based interfaces in IoT devices
to provide user interaction and remote management ca-
pabilities. Observing other related weaknesses such as
SQLi (CWE-89) and CSRF (CWE-352) in the top-20
weaknesses, which are mostly web-related as well, further
contribute to this trend. In contrast, in the non-IoT sector,
XSS shows the steepest rise and becomes the single most
prevalent weakness from 2023 onward, affecting around
6,000 CVEs in 2024. Together with upward trends in
SQLi, CSRF and path traversal, this makes web-based
vulnerabilities the most critical issue in the non-IoT sector
and indicates both the ubiquity of web applications and
the impact of large-scale automated discovery (scanning
tools, bug bounties). Next, memory safety is the most
critical class of weaknesses. Among them, the out-of-
bound write (CWE-787) ranks highest and is the second
most frequently observed weakness overall, after XSS.
The next dominant class of weaknesses in the IoT
sector relate to authentication issues, which include im-
proper authentication (CWE-287), no authentication on
critical functions (CWE-306), and improper access con-
trol. Authentication issues are far less common in the
non-IoT top 20 CWEs. Instead, the non-IoT sector in-
volves missing authorization (CWE-862), even showing

a rising trend, while it is absent from the IoT top 20.
This is because non-IoT systems often involve multi-
tenant architectures and fine-grained role-based access
controls, which makes them more susceptible to missing
authorization vulnerabilities. IoT systems, on the other
hand, tend to lack this granularity, often supporting only a
single administrative role. Furthermore, non-IoT systems
benefit from abundant computational resources, allowing
them to implement complex and flexible authentication
mechanisms. In contrast, IoT systems often employ sim-
plified or even missing authentication and access control.
This is mostly influenced by design practices focused on
quick deployment, neglecting security practices, and by
resource constraints (CPU, memory, power) that limit the
feasibility of stronger controls.

The Sensitive Information Leakage weakness (CWE-
200) appears in both IoT and non-IoT CVEs and shows a
declining trend in each. A likely reason is changes in the
assignment of CWEs. As noted, CWE uses a hierarchical
tree, and broad umbrella categories (e.g., Memory Bounds,
Input Validation) are discouraged in favor of more specific
children such as Out-of-Bounds Write/Read or Use-After-
Free, which better indicate the actual weakness. Therefore,
as labeling practices matured, this weakness is less fre-
quently assigned, which could be the potential reason for
the observed decrease. Moreover, both sectors show an
increasing trend for OS command injection (CWE-78),
which ranks higher in IoT than in the non-IoT. This could
suggest IoT’s frequent reliance on shell-based utilities
(e.g., invoking BusyBox/Unix commands from admin Uls)
where user-controlled parameters are passed to system
calls, creating more and easier command injections.

Hard-coded credential (CWE-798) and uncontrolled
resource consumption (CWE-400) weaknesses are seen
in the top 20 weaknesses of only IoT. The Use of
hardcoded-credentials (passwords, API keys), is a bad
practice still prevalent in IoT systems to simplify initial



setup. In contrast, non-IoT systems more frequently rely
on external configuration files or integrate with central-
ized credential management. Uncontrolled resource con-
sumption (excessive CPU, memory, or network usage)
tends to be more visible in IoT devices, which operate
on resource-constrained hardware with limited resource
control mechanisms. In contrast, non-IoT systems benefit
from mechanisms such as resource monitoring, process
isolation, and throttling mechanisms, which reduces the
risk of such weaknesses.

Conversely, code injection (CWE-94) and file upload
(CWE-434) are only seen in the top 20 CWEs of non-IoT.
Code injection usually arises in interpreted environments
that support runtime code interpretation (e.g., PHP), which
is more common in non-IoT systems. In contrast, IoT
systems mostly rely on low-level and compiled languages
for performance and resource efficiency, limiting the pos-
sibility of code injection attacks. Similarly, file upload
functionality (profile pictures, documents) is most com-
mon with web based applications, frequently used in non-
IoT systems. This feature, when implemented insecurely,
may allow a malicious file to be uploaded and executed
on the web server. Usually, these kinds of vulnerabilities
happen with back-end programming languages that are
interpreted on the fly, e.g., PHP. IoT devices rarely expose
such upload interfaces, and when a web server is present,
it typically serves static content with minimal dynamic
processing, making such weaknesses far less common.

Key insight: In the IoT sector, memory-safety weak-
nesses dominate, with web-centric weaknesses becom-
ing increasingly common in recent years. This shows
that IoT devices tend to expose web interfaces for
supporting remote control and offering user interfaces.
In non-IoT, web-centric weaknesses dominate by a
wide margin due to the ubiquitous web applications and
scanning tools, and memory-safety issues rank second.
Moreover, the architectural differences in IoT systems
(single tenancy, reliance on low-level programming
languages, limited resources) have led to differences
from non-IoT in their top-20 weaknesses. These include
more authentication issues, lack of authorization issues,
hard-coded credentials and uncontrolled resource con-
sumption weaknesses.

6.4. Analysis on known exploited vulnerabilities

Known exploited vulnerabilities (KEV) refer to a
list of vulnerabilities that are known to be exploited in
the wild. Therefore, vulnerabilities listed in KEV should
preferably be prioritized for patching. There are various
data sources provide a KEV list. CISA maintains a Known
Exploited Vulnerabilities (KEV) publicly and even en-
forces fixing CVEs in KEV in a timely manner. Similar to
CISA, VulnCheck provides a KEV list, but with broader
list of vulnerabilities. At the time of writing this study,
VulnCheck KEV published 4005 CVEs, while CISA KEV
has 1399 CVEs. As all CVEs in CISA KEV are contained
in VulnCheck KEV, here we rely on VulnCheck’ for our
analysis. We identified 209 IoT CVEs as well as 3099
non-IoT CVEs from our dataset listed in VulnCheck KEV.

5. https://www.vulncheck.com/kev

7. Discussion

In this section, based on the insights observed from
our study, we discuss underlying causes and responsible
stakeholders, and provide actionable recommendations.
We also list the limitations of our study and directions
for future work.

7.1. Recommendations

Kill the low-hanging-fruit vulnerabilities. We observed
hard-coded credentials as one of the common weaknesses
only observed in the IoT top-20 weaknesses. Moreover, it
is not unlikely that this weakness has gone under-reported.
In fact, manufacturers usually rely on one credential for
all products to make mass production easier and sim-
plify troubleshooting during assembly. Two main mitiga-
tion options exist as also advocated by ETSI [76]. First,
manufacturers should generate device-specific credentials.
This approach is likely costly for manufacturers since it
involves 2 additional steps in the production pipeline:
1) securely provisioning the credential on the device,
2) printing or embedding the credential in the product
packaging or manual. Second, enforcing a mandatory cre-
dential change during the initial setup by the user, ensuring
that the default credential becomes immediately invalid.
This procedure requires digital literacy and might lead to
customer service issues if users forget their credentials and
hold the manufacturer responsible for this. To solve such
cases, vendors should provide a secure reset process such
as a physical reset mechanism that allows users to set new
credential and maintain the usability of the device.

Eliminate memory safety issues. As we observed, mem-
ory safety issues are the most prevalent weaknesses in the
IoT sector, also ranked second in non-IoT, and are con-
stantly reported as the major issue in software/firmware
vulnerability [77]. IoT systems are largely dependent on
low-level, memory-unsafe languages due to strict resource
constraints and legacy codebases. A key effective miti-
gation is the adoption of memory safe languages, which
shifts the safety burden from developers to the language
and the development environment. A case study on An-
droid vulnerabilities showed that by transitioning to mem-
ory safe languages such as Java and Rust, memory safety
issues, which accounted for 76% of Android vulnerabili-
ties in 2019 plummeted to 24% by 2024 [78]. Therefore,
such a transition in the IoT sector must be taken into
action by IoT device manufacturers, firmware develop-
ers, and IoT application developers. Several memory safe
languages and frameworks suitable for embedded envi-
ronments include Rust [79], Ada [80], and MicroPython
[81]. For cases where memory-unsafe languages remain
necessary, developers should follow established secure
coding standards (e.g., MISRA-C, CERT C) and use static
and dynamic code analysis tools to find potential security
vulnerabilities such as flawfinder, CodeQL, CommSCA,
and Infer [82], [83]. Additionally, open-source component
maintainers are another responsible stakeholder, as IoT
systems rely heavily on open-source operating systems
and libraries such as FreeRTOS, Zephyr RTOS, Contiki-
NG, Mbed OS, and OpenThread. While open-source com-
ponent maintainers are encouraged to support memory-



safe rewrites, IoT vendors who integrate these projects
should also invest in such memory-safe transition efforts.
Prevent web-based issues. The appearance of several
web-based weaknesses (XSS, command injection, SQLi1)
in the top-20 IoT weaknesses suggests that this family may
grow in prominence as embedded web interfaces remain
common for device configuration and management. As a
fundamental mitigation, firmware and application develop-
ers should prevent these interfaces from being exposed to
the public internet by blocking WAN access and restricting
them to the local network. Network operators should block
unsolicited inbound traffic by default through NAT or
firewall rules. For remote management, [oT devices should
instead rely on secure cloud-based remote management,
placing responsibility on cloud providers to enforce strong
authentication and secure session handling.

Legislation and enforcement. Recent regulatory efforts
aim to ensure that manufacturers and other stakehold-
ers implement minimum cybersecurity safeguards before
products reach the market. The EU Cyber Resilience Act
(CRA) [84], [85], which was adopted in December 2024
and comes into full force in 2027, mandates minimal
cybersecurity standards for all software and connected
hardware at every stage—design, development, deploy-
ment, and maintenance throughout their entire lifetime.
Similarly, the Radio Equipment Directive (RED) [86]
imposes additional cybersecurity requirements on wireless
and radio-enabled devices, including ensuring that the
equipment does not harm networks and protects user data
and privacy. Therefore, all stakeholders in the supply chain
are required to adhere to security-by-design practices, and
products that do not meet these standards may not be
legally placed on the EU market.

7.2. Limitations

In this section we discuss various aspects of our work
and possible future directions.
Data source constraints. In our study we only rely on
NVD CVE text and CPEs that both can be incomplete or
inconsistent (aliases, typos, missing metadata). Although
LLMs mitigate sparse descriptions better than humans on
average, errors can persist when input data is limited or
misleading. Other data sources and security advisories can
be merged to enrich context, improve label consistency,
and reduce ambiguity.
Reproducibility. While our experiments demonstrate that
state-of-the-art LLMs can achieve high classification ac-
curacy (up to 95%), their performance is sensitive to
prompt design and model choice. Although we release
our prompts and the dataset, as LLMs continue to evolve,
reproducibility and long-term consistency may vary de-
pending on the model version, API configuration, or fine-
tuning updates. While we currently rely on zero-shot
prompting, future work may explore fine-tuned models
with few shots for improved stability and transparency.
Borderline technologies. As we observed in our analysis,
while LLMs could effectively identify IoT CVEs, they
are not consistent for borderline technologies, such as
chipsets, gateways, light-weight libraries, and industrial
controllers. However, inconsistencies in human and LLM
labels for borderline technologies do not reflect shortcom-
ings for either approach. It highlights the inherent ambigu-

ity and the limitations of binary classification. Jin et al. [3]
revealed mobile library vulnerabilities affecting IoT that
are used in both IoT and non-IoT systems. Outside this
boundary region, the LLM is highly consistent and our
manual inspection confirms label quality, indicating that
LLM-assisted labeling is effective when the IoT ecosys-
tem is well defined. However, to overcome such incon-
sistencies, future work may benefit from more meta data,
post classification treatment or multi-label classification to
better capture this complexity.

7.3. Future work

In addition to the above listed future work directions
to address the limitations of LLIoT, we believe that LLIoT
dataset and the prompt openly shared in Appendix B can
facilitate new research toward a better understanding of
IoT vulnerabilities and ultimately mitigation strategies for
the identified risks. By releasing our dataset publicly, we
enable a wide range of further analyses, including: real-
world measurements of IoT vulnerability prevalence in
deployed systems, time-to-patch analysis, patch prioriti-
zation studies, vendor/product investigation, exploitation-
likelihood comparisons with EPSS, and security assess-
ments for specific device classes. Our work also gives
insight on the usage of LLMs for CVE classification and
lowers the barriers for finding [oT CVEs.

8. Conclusion

This work systematized the knowledge on IoT CVE
vulnerabilities. We first studied the prior effort on IoT
taxonomies for studying IoT vulnerabilities, practical ap-
proaches to distinguish IoT CVE vulnerabilities and analy-
sis of IoT CVEs. This systematization revealed fundamen-
tal limitations in existing approaches, including inconsis-
tent definitions of IoT, ambiguous criteria for identifying
IoT-specific vulnerabilities, and reliance on incomplete
or heuristic-driven datasets. To address these challenges,
we operationalized this systematization through LLIoT,
an LLM-assisted approach for systematically identifying
IoT-specific CVEs in the NVD at scale. By formalizing a
four-layer IoT ecosystem and constructing a high-quality,
expert-validated ground-truth dataset of IoT CVEs, we
showed that LLMs can reliably distinguish IoT from non-
IoT CVEs. We applied the classification to CVEs from
2013-2024, and identified 15,116 IoT-specific CVEs, in-
cluding 8,368 previously unreported by existing datasets.
Our comparison against existing [oT CVE datasets high-
lighted improved labeling quality and coverage, making
our dataset, to the best of our knowledge, the most
comprehensive collection of IoT-specific CVEs to date.
Using this dataset, we conducted a large-scale analysis
of IoT vulnerabilities, finding that IoT vulnerabilities
have increased significantly since 2016 and tend to have
higher severity, broader impact, and lower attacker effort
compared to non-IoT. We discussed causes of observed
IoT weaknesses and provided a call to action for re-
sponsible stakeholders. By releasing our dataset, prompt,
and methodology openly, we aim to support reproducible
research and enable deeper, data-driven understanding of
IoT security.
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Appendix A.
Web interface for manual review

Fig. 10 shows our web interface designed for reviewers
to facilitate their reviewing process. Each user was given

their own credentials to login to the portal and review their
assigned CVE:s.

Appendix B.
LLM prompt

The prompt given to LLMs contains the same IoT
ecosystem definition and classification rules presented to
human participants, ensuring that both groups operate
under an identical conceptual framework. The complete
prompt template used for all model inferences appears in
Figure 11.

Appendix C.
Manual analysis

Table 7 shows the result of manual inspection of
100 samples randomly selected from VarloT from the
“other” category. However, our manual inspection was
limited to only 100 samples out of almost 18000. To
further prob potential misclassifications, we conducted a

keyword-based search within VarloT’s “other” category,
focusing on terms observed during manual review (e.g.,

Adobe Flash Player, WordPress, Safari, Google Chrome,
Perl). Our keyword search revealed large numbers of
clearly non-IT CVEs: 671 related to Adobe flash player,
9 related to Perl, 62 related to wordpress, 61 related to
Google chrome, 236 related to Cisco WebEx, 19 related
to Cisco Unified MeetingPlace app, and 801 related to
Safari that are clearly non-IoT. In addition 528 CVEs were
associated with routers and 269 were related to switches.

Table 9 shows the results of a manual review of 100
CVEs randomly drawn from Chen’s dataset that are ex-
clusive to Chen (not observed by other datasets). Finally,
Table 11 presents the results of a manual evaluation of
100 CVEs randomly sampled from those that appear only
in our dataset.
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Current CVE Index: 19 (Range: 0 to 99)

CVE-2021-31664

Description: RIOT-0S 2021.01 before commit 44741ff99f7a71df45420635b238b9¢c22093647a contains a buffer overflow which could allow attackers to obtain
sensitive information.

View on NVD
Vendor:Product:

« riot-os:riot

1) Is this CVE loT-related?

2) Which component caused this vulnerability (if 1oT)?

Why do you think this is loT-related or Non-loT?

RIOT-0S is an 0S5 for IoT devices. The vulnerability is related to buffer overflow which falls under device component.

B

Review Dashboard

Figure 10: The interface used by reviewers to assess assigned CVEs. For each CVE, the description and associated
CPEs are displayed, along with a link to the corresponding NVD page for further reference and information.



We define the IoT ecosystem as comprising the following four layers:

1-Device layer: Physical devices that often have limited power, memory,
computational capacity and either collect sensory data or perform actuation
tasks. These devices also interact with other devices directly or indirectly
using communication technologies with limited or no human intervention. Examples
include smart thermostats, Amazon Echo, motion sensors, smart cameras, and
smart TVs. Typical vulnerabilities of this layer originate from the hardware,
firmware, or embedded OSes/software (e.g., FreeRTOS, TinyOS, RIOT-0S).

2-Communication layer: This layer includes any protocol that facilitates data
transfer and connectivity for IoT devices within the local network or outside of
the network. It involves specialized low-power protocols (BLE, ZigBee). Typical
vulnerabilities of this layer include flaws in the protocol design,
implementation or configuration bugs in protocol stacks (e.g., unencrypted data
exchange, lack of authentication).

3-Application layer: This layer includes mobile applications and orchestration
systems/local controllers that sit above the hardware and enable user—-space
services for IoT. Examples include IoT-focused platforms and applications/
companion applications (Home Assistant, SmartThings, IFTTT). Typical
vulnerabilities include flaws in the design or implementation logic of these
platforms and applications.

4-Cloud backend layer: Remote or public cloud endpoints that provide IoT-specific
services, such as device management, remote control, and other IoT-focused
functionalities. Examples include AWS IoT, Azure IoT, Google Cloud IoT, IBM
Watson IoT. Typical vulnerabilities of this layer include flaws in the
configuration of the infrastructure, vulnerable services, insecure cloud APIs or
tokens, and improper input validation on the server side.

Given the above definition of the IoT ecosystem, CVE classification rules are:

1)IoT-specific CVE: vulnerabilities that affect technologies belonging to IoT
ecosystem, where these technologies are purpose-built for IoT and the deployment

context is IoT. Moreover, rhe vulnerable product is itselft an active,

functional element of an IoT system.

2)non-IoT CVE: When there is insufficient or no clear evidence of its relevance to
IoT usage, or it does not significantly impact the IoT ecosystem, then it is
nonlIoT. General-purpose hardware/software such as smartphone, computers, or
tablets are considered as non-IoT. Network infrastructures such as routers,
modems are also non-IoT.

Classify the following CVE using the above rules.
Description: {description}
Affected Products: {products}

Respond only with a JSON object in the format below—-no commentart, no markdown:

{{

"label": "IoT" or "nonIoT",

"layer": "device" or "communication" or "application" or "cloud backend" or "
unsure",

"reason": "Your explanation and reasoning",

"category": "only a general category of your choice based on the affected
products",

"sector": "industrial iot" or "automative iot" or "smart cities iot" or "

consumer iot" or "healthcare iot" or "smart finance" or "other".

}}"

Figure 11: Prompt used for automated IoT-related CVE classification.



Table 7: Result of manual inspection of 100 samples randomly taken from VarloT’s “other” category.

Category

CVE IDs

Network infrastructure

CVE-2021-34765,
CVE-2023-25087,
CVE-2024-30598,
CVE-2024-44558,
CVE-2013-2681,
CVE-2020-25988,
CVE-2021-1226,
CVE-2014-4347,
CVE-2018-7120,
CVE-2021-37730,
CVE-2022-24142,

CVE-2021-44168,
CVE-2023-3450,
CVE-2024-35397,
CVE-2024-48629,

CVE-2013-3098,
CVE-2017-18704,

CVE-2023-22839,

CVE-2018-1429,

CVE-2019-1806,
CVE-2022-20674,
CVE-2022-25219,

CVE-2019-5986,
CVE-2023-38924,

CVE-2024-37186,
CVE-2024-51018,

CVE-2016-1457,

CVE-2017-18735,

CVE-2013-0600,
CVE-2018-11420,
CVE-2019-1949,

CVE-2022-20830,
CVE-2022-29525

CVE-2022-41030,
CVE-2023-52026,
CVE-2024-39759,
CVE-2013-2341,
CVE-2018-14712,
CVE-2017-5262,
CVE-2013-4875,
CVE-2013-4628,
CVE-2015-2904,
CVE-2022-22163,

Chipsets

CVE-2015-1137,
CVE-2020-12350,

CVE-2015-9156,
CVE-2018-11998

CVE-2022-32966,

CVE-2015-9181,

HarmonyOS/EMUI

CVE-2021-40005,

CVE-2022-22256,

CVE-2022-39004,

CVE-2022-41588

Apple platforms (i0OS / tvOS /
watchOS / macOS)

CVE-2017-13854,
CVE-2019-6209,
CVE-2021-1881,

CVE-2017-2476,
CVE-2020-3880,
CVE-2021-30703,

CVE-2017-7020,
CVE-2020-9805,
CVE-2022-32792

CVE-2018-4328,
CVE-2020-9976,

Google chrome

CVE-2013-0896

WordPress plugin

CVE-2019-18668

Perl

CVE-2020-10878

Linux

CVE-2019-19053

Desktop app

CVE-2015-4233,
CVE-2020-3413,

CVE-2017-16745,
CVE-2022-41664,

CVE-2017-12361,
CVE-2023-24978

CVE-2019-1772,

NUC

CVE-2020-8742

Adobe flash player

CVE-2015-3118,

CVE-2015-8453

OpenSSL

CVE-2015-0204,

CVE-2016-2108

HTTP server

CVE-2017-16166

Object storage server

CVE-2021-21287

MacOS and Safari

CVE-2021-1805,
CVE-2016-1764,

CVE-2021-30930,
CVE-2015-1155,

CVE-2017-2540,
CVE-2015-3751

CVE-2013-0971,

Smartphones

CVE-2014-6848,
CVE-2021-37113,
CVE-2019-15466

CVE-2015-5857,
CVE-2017-17313,

CVE-2021-30875,
CVE-2017-8208,

CVE-2016-6728,
CVE-2019-5244,

Video conferencing software

CVE-2014-3340




Table 9: Result of manual inspection of 100 CVEs randomly selected from Chen’s “other” category.

Category

CVE IDs

Network infrastructure / routers

CVE-2019-0063,
CVE-2021-37273,
CVE-2020-22655,
CVE-2020-25858

CVE-2022-29729,
CVE-2022-47052,
CVE-2020-22656,

CVE-2022-38789,

CVE-2022-22236,
CVE-2020-22658,

CVE-2022-46740,
CVE-2014-9222,
CVE-2021-20121,

Chipsets

CVE-2016-2453,
CVE-2016-8456,
CVE-2017-0526,
CVE-2017-0621,
CVE-2017-0791,
CVE-2021-33139,
CVE-2022-20041,
CVE-2022-32659,
CVE-2021-30344,

CVE-2016-8420,
CVE-2016-8465,
CVE-2017-0527,
CVE-2017-0705,
CVE-2017-13172,
CVE-2021-36922,
CVE-2022-20043,
CVE-2022-36338,
CVE-2021-1887,

CVE-2016-8421,
CVE-2017-0430,
CVE-2017-0566,
CVE-2017-0786,
CVE-2019-20612,

CVE-2021-36923,
CVE-2022-20046,
CVE-2019-14620,

CVE-2020-12321

CVE-2016-8452,
CVE-2017-0523,
CVE-2017-0572,
CVE-2017-0787,
CVE-2020-26555,
CVE-2021-36925,
CVE-2022-32658,
CVE-2021-3011,

Wi-Fi/sensor/Bluetooth modules in
Android and Linux

CVE-2016-0820,
CVE-2016-8457,
CVE-2017-0569,
CVE-2021-27803,
CVE-2019-18618,
CVE-2022-25837,

CVE-2016-10292,

CVE-2016-8466,

CVE-2017-0571,
CVE-2017-0789,
CVE-2016-3798,
CVE-2020-15238

CVE-2016-6691,

CVE-2017-0567,

CVE-2017-0788,
CVE-2017-0518,
CVE-2018-10910,

CVE-2016-8453,
CVE-2017-0568,
CVE-2020-24586,
CVE-2017-0519,
CVE-2022-47367,

Apple platforms (iOS / tvOS /
watchOS / macOS)

CVE-2019-8854

Windows

CVE-2021-0152,
CVE-2015-0884,

CVE-2021-0164,
CVE-2021-0169,

CVE-2021-0151,
CVE-2021-0171

CVE-2020-0554,

Smartphones (Android)

CVE-2016-2501,
CVE-2016-3859

CVE-2020-25282,

CVE-2015-8938,

CVE-2016-2488,

Desktop applications

CVE-2022-28762,
CVE-2019-11073,

CVE-2020-10858,
CVE-2019-11074

CVE-2020-28421,

CVE-2019-15742,

Software library

CVE-2018-1000045

Wired speakers

CVE-2021-38365, CVE-2021-38546,

CVE-2021-38547

Mobile and web apps

CVE-2020-24199,
CVE-2020-12270,

CVE-2020-2419¢6,
CVE-2020-12856

CVE-2021-46067,

CVE-2014-7689,




Table 11: Result of manual inspection

of 100 CVEs randomly selected CVEs specific to LLIoT.

Category

CVE IDs

Camera

CVE-2024-45173,
CVE-2023-31678,
CVE-2015-8039,

CVE-2021-21941,

CVE-2024-22771,
CVE-2023-41918,

CVE-2019-7338,

CVE-2021-42109

CVE-2019-9682,

CVE-2023-6321,
CVE-2015-2099,

CVE-2023-31595,
CVE-2015-2860,

CVE-2020-23826,

Printer

CVE-2023-0855,

CVE-2024-4782,

CVE-2022-2888

Smart lock

CVE-2023-33371,

CVE-2023-7009

Smart tv

CVE-2021-34403

Wearable

CVE-2020-27486

Infusion pump

CVE-2022-43557

Drone

CVE-2023-6948

Image scanning device

CVE-2024-47946

RTOS

CVE-2023-5779,
CVE-2024-43696

CVE-2021-3455,

CVE-2023-6249,

CVE-2023-4263,

Chipsets and embedded firmware/-
SoC

CVE-2019-10544,
CVE-2024-43056,
CVE-2023-32829,

CVE-2019-14073,
CVE-2023-33104,

CVE-2020-3660,
CVE-2022-38155,

CVE-2021-30262,
CVE-2023-2481,

Industrial controller/firmware

CVE-2023-1898,
CVE-2024-26002,
CVE-2022-44354,
CVE-2024-24972,
CVE-2022-4286,

CVE-2018-17932,

CVE-2021-39243,
CVE-2022-31206,
CVE-2024-34542,

CVE-2023-46386,

CVE-2023-43848,

CVE-2022-47389,
CVE-2022-32136,
CVE-2022-3010,

CVE-2021-41300,

CVE-2021-34581,
CVE-2023-5392,
CVE-2022-4224,

CVE-2024-11611,

CVE-2021-20589

EV charging station controller/in-
terface

CVE-2024-11665,

CVE-2021-22773,

CVE-2024-8997

Embedded IoT SDK/JS engine

CVE-2024-38158,

CVE-2021-29328,

CVE-2021-46540,

CVE-2023-49552

Industrial communication and net-
working stack

CVE-2023-26494,
CVE-2022-25897,

CVE-2021-33889,
CVE-2024-11588,

CVE-2024-31030,
CVE-2024-43694,

CVE-2024-28286,

Industrial/IoT/OT software & plat-
forms

CVE-2023-25547,
CVE-2022-36635,
CVE-2020-18667,

CVE-2023-25548,
CVE-2022-26082,
CVE-2024-6596

CVE-2016-5800,
CVE-2022-27893,

CVE-2022-43485,
CVE-2023-3000,

Industrial controllers/RTUs

CVE-2022-30274,

CVE-2023-48242,

CVE-2020-24705

HarmonyOS

CVE-2024-58110

Consumer IoT
Building automation

CVE-2020-10951,
CVE-2024-7732,

CVE-2019-16733,

CVE-2024-4292,

CVE-2024-48786,

CVE-2021-22720

CVE-2018-11402

Digital signage systems

CVE-2022-36250,

CVE-2013-5979,

PLC engineering/robotic simula-
tion/web management software

CVE-2021-43990,

CVE-2021-43554,

CVE-2020-4805,

CVE-2022-24628
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